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Course Description

This course will deal with concepts, design and administration of network services, and their

security, i.e

• file, mail and message exchange,

• resource and services management,

• organization of access to the services and resources,

• network organization and security,

Finally, this course is concerned with providing knowledge and skills aimed at flexible

implementation of related concepts under different operating systems.
Objective

This course provides basic knowledge necessary to understand server role and operations in networks, and covers subjects as file systems, domain organization, access rights control, security, and network services common to most servers. In particular, this course is meant to demonstrate typical solutions of common problems under different operating systems.

 Course Contents:

	Week
	Topics
	Topic Details
	Reference (chapter)
	date

	1
	File, print, and user services

	• Microsoft NT file system, folder permissions and short-cuts.

• Linux ext3 file system, access permissions and symbolic links.

• File sharing and file-sharing services.

• File server resource manager. Limiting use of disk space with quotas.

• Offline files and folders, and shadow copies.

• Backing up file systems.

• Encrypting file systems.

• Print sharing services.
• Command line utilities.


	Ch.1
	

	2, 3
	Distributed file systems 
	Network File System.

• NFS platforms; Apple Filing Protocol, Server Message Block, Samba.

• Roaming user profiles.


	Ch. 2
	

	4
	Active Directory
	• Objects, concepts, and structure.

• Operations master roles.

• Directory replication.

• Federation services.

• Troubleshooting and maintenance.


	Ch.3
	

	5,6
	Domain Name System
	Zones vs. domains.

• Resource records.

• Primary and secondary name-servers, sub-domains and delegation.

• Dynamic DNS.

• Active Directory-integrated zones.

• Forwarding.

• Split DNS Architecture.

• Backup and recovery.


	Ch.4
	

	
	
	First Exam/ Projects Discussion
	
	

	6, 7
	Group policies 
	• Local group policies.

• Domain group policies.

• Deployment considerations and troubleshooting.

• Group policy management tools; IntelliMirror.


	Ch. 5
	

	8
	Server security and patch management 
	• Understanding security considerations.

• Creating and enforcing security policies.

• Using auditing and event logs.

• Windows Server update services, patch management, and locking down.

• Linux software updating, fire-walling, and system hardening.


	Ch.6
	

	9-10
	Internet information services
	• Architecture and components.

• Managing Web services; FTP, SMTP, POP3, and Network News.

• Backing up IIS configuration.
• Remote administration.

• Security. Identification, authentication, and authorization. Kerberos server.


	Ch.7
	

	10, 11
	.NET Framework
	• Application types.

• XML-based configuration.

• Security.

• Assemblies.

• Deployment Models.

• Diagnostics and management tools.


	Ch. 8 
	

	
	
	Second Exam
	
	

	 12, 13
	Terminal services 
	• Remote desktop.

• Requirements for terminal services. Terminal server role.

• Installing applications.

• Terminal services licensing and administration.

· Managing relationships

· Recommended approach

	Ch.9
	

	14, 15
	Communications and networking 
	• Dynamic host configuration.

• Virtual private networks.

• Certificate services.

• IP Security.

• Network access quarantine control.


	Ch.10
	

	
	
	Final Exam
	
	 


Assessment and Grade Distribution 
	Assessment
	
	Requirements
	Points
	Total 

	Assignment and Projects
	
	20%

	Project , lab, Presentation & Discussion
	
	
	10%
	

	Attendance, Participation, Home works, and Quizzes
	
	Chapter Homework, Discussions, Short Presentations
Unannounced Short quizes
	10%
	

	Individual Work
	
	Unannounced Short quizes

	First Exam
	
	.
	20%
	

	Second Exam
	
	
	20%
	

	A Comprehensive Final examination
	
	
	40%
	

	TOTAL
	
	
	100%


Teaching and Learning Methods:

Course format:

New material will be presented in lectures. Homework will be due on time before class; this will give me time to review them before class, to direct discussions. Fine answers to difficult questions will earn the student a chance to present the solution to the class. 

Each class (except the first) will begin with a review of the homework from the week before (with presentations, when applicable), followed by presentation of new material. 

Policies:

· You are responsible for all the material covered in lectures, readings and homework's.  

· Class attendance is very important.  I will take attendance at all of them. Those who miss 3 classes may be dropped a full letter grade; those missing 6 or more receive a failing grade.

· Class participation is important.  I encourage questions. Please don't be afraid to ask questions during a lecture, as this often means that many people may have a similar question, and it is worth stopping me.

· Homework's are extremely important, since many of the topics require that your get your hands dirty and work through the problems.  

· There will be no incompletes in this class except for reasons of dire illness near the end of a semester in which all previous work has been completed satisfactorily.

· Students are encouraged to work together on homework assignments, though each homework submission should be a unique, creative solution, not just one solution turned in over and over again. Academic misconduct (plagiarism, cheating on exams) will not be tolerated, and will be reported immediately to the Academic Conduct Committee.
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