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The course presents an introduction to Linux operating system concepts, including installation and
maintenance. Emphasis is placed on operating system concepts, management, maintenance, and required
resources. At the end of this course, students will be introduced to operating system concepts,
installation, management, maintenance, and use of Linux operating systems, core Linux commands and
programs, standard software development tools, such as Emacs, Compilers, Debuggers, the Make
facility, and common system tasks using shell scripts and system administration. basic. The course also
presents techniques for offensive or defensive targets in network, computer systems, and applications in
order to discover potential vulnerabilities and suggest appropriate countermeasures. Topics covered
include system memory regulators, CPU registers, assembly language basics, developing local and
remote Linux exploits, writing Linux shell code, performing daemon attacks, network and wireless
penetration techniques, and the ethical and legal implications of cyber attacks.
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1-Evi Nemeth, Garth Snyder, Trent R. Hein, Ben Whaley and Dan Mackin,
UNIX AND LINUX SYSTEM ADMINISTRATION HANDBOOK,Pearson
Education, FIFTH EDITION, 2018.

2- Christine Bresnahan and Richard Blum, CompTIA Linux+ Study Guide,
John Wiley & Sons, Inc., 4rd ed., 2019.
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3- Karnel Erickson, Cyber security: Kali Linux for hackers and Hacker Basic
Security, 20109.
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MK] | Introducing Linux operating system philosophy K1l
MK?2 | Describes Users, Groups, Permissions and Ownership in Linux K1
MK2 | Introducing the Storage, Files, and Directories Management in Linux K1
MK3 | Demonstrates the Kernel Modules, Linux Boot Process, System K1
Components.
Introducing the Devices, Networking, Packages, and Software in Linux..
il lgeal
MS4 | Applying and exploring shell commands of Linux operating system. S

and packages & software in Linux

MS4 | Managing the users, groups, permissions, ownership, storage, files, directories, | g2
kernel modules, Linux boot process, system components, devices, networking,

system configuration is secure or not.

MS2 | Securing Linux systems in Linux operating system. S3
Gllgy)
Mc?2 | Make judgments with regards to relevant scientific, societal, and ethical Cl

aspects, and testing & decide with the working team whether a given Linux
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Lecture&online Performing Basic Linux 1
Tasks
Lecture&online Managing Users and Groups 2
Lecture&online Managing Permissions and 3
Ownership
Lecture&online Managing Permissions and 4
Ownership
Lecture&online Managing Storage 5
Lecture&online Managing Files and 6
Directories
Lecture&online Managing Kernel Modules 7
Lecture&online Managing the Linux Boot 3
Process
Lecture&online Managing System 9
Components
Mid exam 10
Lecture&online Managing Devices 11
Lecture&online Managing Networking 12-13
Lecture&online Managing Packages and 3
Software
Lecture&online Review and practice 14-15
Sl Glaiay) 16
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