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This is a fundamental course on information technology security that discusses the basic issues in computer

security measures, procedures and mechanisms. The course covers an overview of computer security, encryption

types as classical encryptions, symmetric and asymmetric encryptions. The course also covers digital signatures,

hash functions, authentications and authorization procedures. Also some of the security applications measures

like access control list
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and standards. USA: Pearson.

1. Stallings, W. (2017). Network security essentials: applications
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.1 Cryptography and Network Security Principles and Practices, W.
Stallings, Prentice Hall, 6th Edition, 2013
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PEPPA]

Describe the main security objectives and define basic security concepts and
principles.

K4

Describe the main types of attacks and their categories

K4

Explain concepts and mechanisms related to cryptography, authentication, and
authorization

K4
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Describe the main types of attacks and their categories

S12

. Describe the main security objectives and define basic security concepts and
principles. and mechanisms related to cryptography, authentication, and
authorization

S13

VR

Demonstrate skillset to secure and protect computing assets
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Objectives

Security

Sl Ja PIS e ok | INtroduction
-Computer Security

Y aleil) diaio o (s5ine concepts _
’ - Computer Security

- The OSI Security
Architecture
-A Model for Network

1-3
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Symmetric Encryption
and Message
Confidentiality

- Basic Terminology
-Requirements
-Cryptography
-cryptanalysis

- Symmetric Block
Encryption Algorithms
- Data Encryption Standard
(DES)

-3DES

4-6
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Public Key Cryptography
and Message
Authentication—
-Approaches to Message
Authentication.

- Secure Hash Functions
- Message Authentication
Codes

- Public-Key

encryption structure
-RSA

REVESION AND
MIDTERM EXAM

10
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Key Distribution and User
Authentication

— Symmetric Key
Distribution Using
Symmetric Encryption
- Kerberos

- Authentication
Dialogue

- Kerberos Realms

- Certificate subject
and issuer attributes

- PKIX Management
functions

11-14
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Access control lists

- Plan an ACL
Implementation

- Investigate the current
network configuration.

- Evaluate two network
policies and plan ACL
implementations

14-15
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ONLINE TXT1:1 | introduction
- Security Attacks
-Packet Sniffing and
Spoofing -2
-Packet Sniffing

-Security Services
-Security Mechanisms
-Standards 2

ONLINE TXT1: | Symmetric Encryption
and Message
Confidentiality

- Brute Force attack

- The Feistel structure 3-5
- Advanced encryption
standard (AES)

- Random and
Pseudorandom Numbers
ONLINE TXT-1 | Public Key Cryptography
and Message
Authentication

— Public-Key Cryptography
Algorithms

- Applications for
public-key cryptosystems 6-9
- Diffie-Hellman Key
Exchange

— Digital Signatures
Professional Organizations

qUiZ 10
ONLINE TXT1: | Key Distribution and User
Authentication

- Key distribution using
asymmetric encryption

- X.509 Certificates

11-13

— Obtaining a user’s
Certificate
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— Revocation of
Certificates

- X.509 Version 3

ONLINE

TXT1:

Access control lists

- Configure, Apply, and
Verify a Standard ACL
-practical example

14-15

FINAL EXAM

16
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