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The course covers the most popular social networking applications such as Snapchat, Instagram, Facebook and Twitter,
and the security threats associated with their proliferation. It also provides the means to technically analyze the risks and
security threats of these websites, thereby mitigating the risks. It also sheds light on the role of these sites in
cybersecurity threats such as fake websites, phishing emails and identity theft. It has also developed methods to protect

user information, use social media safely, enable security features to protect accounts and communications, and detect

security breaches.
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"The Security, Privacy, and Ethical Implications of Social Networking Sites." Builusall alal) il
Handbook of Research on Emerging Developments in Data Privacy, pp. 329-
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PEPPA]
MK 4 | students will gain and advance their knowledge in this area for a better K1
understanding of the role that social media and social networking currently
play in our daily life in both societies;

MK 4 | obtain and improve their independent- and critical-thinking ability; K2
MK 4 | be able to review and criticize the influence and implications of social media K3
and social networking from a cross-national, cross-cultural, and a comparative

perspective

MK 4 | 9et prepared as would-be pursuers of further knowledge in relevant courses at K4
higher levels as well as of a career in the most viable field of media and
communication now and in the future.

il lgeal
Ms1 | Students will be able to use Social networks for business and personal use. S
Ms2 | Students will be able to use social network developer tools. )
Ms2 | Students will be able to use social network concepts for solving real-world S3
issues.
MS4 | Students will be able to use social networks for conducting social network sS4
analysis.
EARES

McC1 | demonstrate proficiency and understanding of social networks for business and | c1
professional use.
McC] | demonstrate proficiency the use of social network analysis and social network Cc2
developer tools
McC?2 | demonstrate proficiency in understanding concepts in social networking and C3
utilizing these concepts for solving real-world social network issues.
Mc?2 | demonstrate proficiency and understanding of public sector media and privacy C4
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Classroom lectures Discussions
Review theoretical concepts
Learning via problem solving
slides

Understanding Various Social Networking Sites

Classroom lectures Discussions
Review theoretical concepts
Learning via problem solving
slides

Social Networks for Business and Professional Use

Classroom lectures Discussions
Review theoretical concepts
Learning via problem solving
slides

Types of Social Networking Content

Classroom lectures Discussions
Review theoretical concepts
Learning via problem solving
slides

Introduction to Social Network Analysis

Classroom lectures Discussions
Review theoretical concepts
Learning via problem solving
slides

Using Social Network Analysis Development Tools

Classroom lectures Discussions
Review theoretical concepts
Learning via problem solving
slides

What is Online Social Networks, data collection from
social networks, challenges, opportunities, and
pitfalls in online social networks, APIs

6.7

Classroom lectures Discussions
Review theoretical concepts
Learning via problem solving
slides

Collecting data from Online Social Media.

8,9

Mid Exam

10

Classroom lectures Discussions
Review theoretical concepts
Learning via problem solving
slides

Online social Media and Policing

11

Classroom lectures Discussions
Review theoretical concepts
Learning via problem solving
slides

Information privacy disclosure, revelation and its
effects in OSM and online social networks

12,13

Classroom lectures Discussions
Review theoretical concepts
Learning via problem solving
slides

Phishing in OSM & Identifying fraudulent entities in
online social networks

14

Final Exam

15
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