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This course presents an overview of the principles and practices of digital investigation. The objective of this class

is to emphasize the fundamentals and importance of digital forensics. Students will learn different techniques and

procedures that enable them to perform a digital investigation. This course focuses mainly on the analysis of

physical storage media and volume analysis. It covers the major phases of digital investigation such as

preservation, analysis and acquisition of artifacts that reside in hard disks and random access memory. The

objective of this class is to emphasize the importance of digital forensics, and to prepare students to conduct a

digital investigation in an organized and systematic way. This course will provide theoretical and practical

knowledge, as well as current research on Digital Forensics. Upon completion of the course, students can apply

open-source forensics tools to perform digital investigation and understand the underlying theory behind these

tools.
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Handbook of Digital Forensics and Investigation, by Eoghan Casey,

Academic Press, ISBN 0123742676, 2009
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MK] Students will explain and properly document the process of digital forensics K1l
analysis.
MK] Students will gain an understanding of the tradeoffs and differences between K2
various forensic tools.
MK?2 Students will be able to describe the representation and organization of data K3
and metadata within modern computer systems.
MK3 Students will understand the inner workings of file systems. Students will be K4
able to create disk images, recover deleted files and extract hidden information.
il lgeal
MS1 Analyze the process of digital forensics S
MS1 Differentiate between various forensic tools. )
MS2 Identify the representation and organization of data and metadata within S3
modern computer systems
MS2 Analyze the different types of recovering deleted files sS4
EARE
MC1 Differentiate between various forensic tools Cl
MC2 creating disk images, recover deleted files and extract hidden information c2
MC2 Define the research problems in computer forensics C3
MC3 Developing effective solutions C4
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Lecture notes, slides, Introduction -
discussion, ONLINE

Lecture notes, slides, | Computer Foundations 3-4
discussion, ONLINE
Lecture notes, slides, | Computer Foundations & 56
discussion, ONLINE | Data Acquisition
Lecture notes, slides, Data Acquisition 7.8
discussion, ONLINE
Lecture notes, slides, Volume Analysis -9
discussion, ONLINE
REVESION AND MIDTERM 10
EXAM
Lecture notes, slides, Data recovering 11-12
discussion, ONLINE
Lecture notes, slides, Volume Analysis & File
discussion, ONLINE _ 13-14
System Analysis
Lecture notes, slides, Steganography & Document 15
discussion, ONLINE Analysis
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