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This course discusses security protocols on the Internet, including: principles and architecture of
protocols and how they are used in the network, Secure File Transfer Protocol (SFTP), Secure Web Page
Transfer Protocol (HTTPS), Electronic Authentication, Network Security Protocol (IPSec), Secure Link
Layer (SSL). ), intrusion detection, verification, firewall, DoS, spam, email virus, and phishing. It also
provides in-depth experiences using commercial off-the-shelf technology, eavesdropping and carrying
out attacks against ARP, IP, ICMP, TCP, and UDP protocols. Exploiting DNS vulnerabilities to launch
phishing attacks. Exploiting cross-site software vulnerabilities and buffer overflows, implementing a
simplified version of IPSe, configuring network servers, routers, hubs, firewalls, and attack/intrusion
detectors, to discover the impact of each method on overall system security.
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Computer Security and the Internet: Tools and Jewels from Malware to
Bitcoin (2021, 2/e; Springer). Personal use copy openly available on author's
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Learn the threats and risks in information technology and networks K1
Learn how to control and secure systems in the IT field K2
Learn how to use of security authentication protocols K3
Learn zero knowledge proofs and Fiat-Shamir authentication K4
il
Learn about Software flaws and malware S
Learn about Software Reverse engineering )
Lear about cloud security, e-mail security, firewalls. S3
Learn GSM in Security sS4
A REN]
Learn GSM in Security Cl
Learn about Software Reverse engineering c2
Identifying different. Types of security C3
Finding the shortcomings in the currents security methods. C4
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online

Introduction to protocols

online

Authentication Protocols
Simple Authentication
Authentication attack,
challenge-response, nonce
Symmetric key notation.

online

mutual authentication,
public key notation,
authentication and session
key, forward secrecy,
Authentication and TCP

online

3-way handshake,
authentication attack,zero
knowledge proofs and Fiat-
Shamir

online

SSH

online

SSL SSL authentication,
MiM attack, SSL
connection, SSL vs IPSec

online

IPSec, IKE

online

Kerberos

online

Wired Equivalent
Privacy(WEP)
Authentication, Issues,
cryptanalytic, attacks

Mid exam

10.

online

GSM in Security GSM
System components,
Security Goals, security
features

11.

online

Software Flaws and
Malware Complexity, lines
of codes and bugs, flaws,
secure software, buffer
overflow, attack scenario,
stack smashing,

12.

online

Software Reverse
Engineering Examples and
attack mitigation, anti-
debugging, code obfuscation

13.

online

cloud security

14.

online

e-mail security

15.

Final exam

16.
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