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This course provides basic principles of software security. It presents critical vulnerabilities of programs and the

attacks that exploit them - such as cache overflow, SQL injection and session stealing attacks. Defenses that

prevent or mitigate these attacks will also be addressed, including advanced testing and analysis techniques for

programs that It can be used to enhance the security of software systems. The course requires some familiarity

with C, C++, and JAVA and knowledge of some famous algorithms.
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- Software security engineering: a guide for project managers, Mead, N. R.,
Allen, J. H., Barnum, S., Ellison, R. J., & McGraw, G. R. (2004). Addison-
Wesley Professional.

2- IEEE Security & Privacy 2.2, McGraw, Gary. "Software security (2004) 3-
3-Building secure software: How to avoid security problems the right way,
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portable documents, Viega, J., & McGraw, G. R. (2001), Pearson Education.
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MK?2 | Recognize principles of software security K1l
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Lecture ,online

Introduction

-The Importance and Relevance of
-Software Security 1
-Software Security and the
Software Development Lifecycle -
Quality Versus Secure Code

Lecture ,online

Introduction
-The Three Most Important SDL --
-Security Goals 2
-Threat Modeling and Attack
Surface
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-Validation

Lecture ,online The Secure physical

infrastructure

The Secure Development
Lifecycle Overcoming Challenges
in Making Software Secure
Software Security Maturity
Models ISO/IEC 27034—
Information Technology—
Security Techniques—
Application Security Security
Software Assurance Program
Computer Vulnerabilities and
Exposures Security and
Information Systems Information
Analysis Center (CSIAC)

Lecture ,online The Secure Development
Lifecycle

Critical Tools and Talent
Principles of Least Privilege
Privacy

The Importance of Metrics
Mapping the Security
Development 4
Lifecycle to the Software
Development

Lifecycle

Software Development
Methodologies

Waterfall Development

Agile Development

Lecture ,online Security Assessment (A1): SDL
—Activities and Best Practices
—Software Security Team Is
Looped in Early

—Software Security Hosts a
Discovery

—Meeting

—Software Security Team Creates
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an SDL Project Plan

Lecture ,online Security Assessment (Al): SDL -
-Privacy Impact Assessment (PIA)
Plan Initiated

- Security Assessment (Al) Key
Success Factors and Metrics

-Key Success Factors

Deliverables

Metrics

Lecture ,online Architecture (A2): SDL
Activities and Best Practices
- A2 Policy Compliance Analysis -
-SDL Policy Assessment and
Scoping
-Threat Modeling/Architecture
Security Analysis
-Threat Modeling
- Data Flow Diagrams
-Architectural Threat Analysis

Lecture ,online Architecture (A2): SDL
Activities and Best Practices
Ranking of Threats

-Risk Mitigation
Open-Source Selection
Privacy Information Gathering and 8
Analysis
Key Success Factors and Metrics
-Key Success Factors
- Deliverables

-Metrics

Lecture ,online Design and Development (A3):
SDL Activities and Best
Practices

A3 Policy Compliance Analysis
Security Test Plan Composition
Threat Model Updating

Design Security Analysis and
Review

Lecture ,online REVESION AND MIDTERM
EXAM

10

Lecture ,online Design and Development (A3):
SDL Activities and Best
Practices

Privacy Implementation ssessment 1
Key Success Factors and Metrics

Key Success Factors
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Deliverables

Metrics

Lecture ,online Design and Development (A4):
SDL Activities and Best
Practices

A4 Policy Compliance Analysis 12
Security Test Case Execution
Code Review in the SDLC/SDL

Process

Lecture ,online Design and Development (A4):
SDL Activities and Best
Practices

Security Analysis Tools

Static Analysis

Dynamic Analysis 13
Fuzz Testing

Manual Code Review
Key Success Factors
Deliverables

Metric

Lecture ,online Ship (A5): SDL Activities and
Best Practices

A5 Policy Compliance Analysis
Vulnerability Scan

Penetration Testing
Open-Source Licensing Review

14

Lecture ,online Ship (A5): SDL Activities and
Best Practices

Final Security Review

Final Privacy Review 15
Key Success Factors
Deliverables
Metrics
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QFO01/CS416A— page 5/5

A e SO Al (CE fa PIS o wle gapliiall DS o aled 6 posSon ale cipnlae aldl Culle *
CL//...H‘}A ¢ g8 “;_rl/uﬂy/fa.b_ﬂ/wwlc (soine ¢dlaiio Sualae clily a.lcﬁ‘;ubsb_ﬁ Sladia :&‘)AJ/ *




