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This course is designed to cater all student knowledge needs, from elementary networking concepts,
preliminary network evaluation strategies, to intermediate network monitoring and security
techniques. This course gives the concepts of network design and planning in order to know how to
place a monitoring sensor onto a network to capture and analyze traffic. This course reviews the
operational aspects of the TCP/IP suite including protocols at the OSI Network Layer (IP, ARP, and
ICMP), OSI Transport Layer (UPD, TCP), and focuses on the TCP/IP Network Analysis and
Troubleshooting. With reference to network security, this course provides a deep understanding of

security devices such as (Firewalls, IDS/IPS, NAT, Proxies.) and describes related network security

treats.
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MK xx | principles, architectures, and operation of data networks and client server based | k1
applications
methods, techniques, and best practice for deployment, configuration, and K2
maintenance of Information and Communication Technologies solutions
emerging network-based business solutions K3
computer security concepts, and their practical application, in interconnected K4
systems
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systematically use knowledge of computer system and network principles and Sl
practice as tools to analyse complex requirements in order to solve system and
network problems

apply critically, knowledge and understanding of communication engineering, )
data communication and networking creatively to generate practical products,
systems and services

advise and make judgments on the management of and strategic use of network | g3
systems
evaluate and justify the various methodological approaches to communication s4
network design and select appropriate strategies to meet defined needs

Gllgy)
work effectively individually and in group settings to achieve set goals Cl
communicate effectively in writing and through graphical representations in Cc2

professional and academic settings
assess problem domains and formulate appropriate problem solving strategies, C3
using relevant mathematical techniques where applicable
build on previous experience in order to generalise C4
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