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This course provides a detailed explanation of threats and attacks on different computer networks,
design and mechanism of security protocols to prevent these threats. This will include threats and attacks
on wired, wireless and mobile networks as well as 10T and cloud applications. After that, this course will
provide a detailed explanation of network security and protection techniques and protocols, including:
Key Distribution and User Authentication (Kerberos, X.509, EAP), Email Security Systems (PGP), Web
Security and Protection (SSL / TLS, SET), Virtual Private Networks (VPN) using IPSec SSH protocols,
integrated security systems (Firewalls, IDS, IPS Honeynets), malware and their analysis mechanisms
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—]1Comptia—-security—guide-to—network-security—fundamentals— 7th
Edition

—2Information security and cyber laws, Sanjeev Puri, New Delhi:
Technical Publications, 2014

—3Information Security: Principles and Practice, Mark Stamp ,2nd
Edition
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MK] | Understand the concept of CyberSecurity, Information Security, Physical K1
Security, Computer Security.
MK?2 | Know history of information Security K2

development life cycle

MK2 | Know the systems development life cycle and the security systems | k3

MK3 | Understanding Ethical Hacking Terminology K4
ilylgall

MS1 | Distinguish between Malicious software S

MS2 | Demonstrate types of firewall and why we need it )

MS2 | Apply process of virus detection and removal S3

MS3 | Demonstrate different types of attacks sS4
GLlas

mc1 | Install firewall software hampers or prevents the functionality of worms and Cl

Trojan horses
McC?2 | Use anti-virus software to detect and remove viruses Cc2
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lecture

Introduction to cybersecurity

Cyber Security Objectives

32«
Cyber attacks

Major security problems

Security Threats

lecture

Introduction to Information

Security

Brief History and Mission of

Information Security

fWhat Is Security
What Is Information
¢Security

4,5
Critical Characteristics of

.Information

Systems Development Life

Cycle

Security Systems

Development Life Cycle
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Security Professionals

lecture Physical Security 6.7
lecture Computer Security 8.9
lecture REVESION AND MIDTERM
EXAM 10
lecture Introduction to Malicious
software-Viruses, Worms, 11-12

Trojan horse....etc.

lecture Ethical Hacking, Ethics, and
13-14
Legality
lecture Introduction to Firewall 15
Sl (lasiaY) 16
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