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This course aims to identify the components of access control, provide a framework for implementation,
and discuss legal requirements affecting access control software, access control policies, standards,
procedures, and guidelines for unauthorized access and security breaches. It explores how access
controls protect resources from being viewed Unauthorized access, tampering or destruction and serving
as a primary means of ensuring privacy and confidentiality and preventing unauthorized access and
disclosure. Focuses on access control, such as components, processes, controls and authentication, as
well as security breaches, organizational behavior and social engineering, physical security, remote
Access Control, Public Key Infrastructure, Encryption, Encryption, Testing, and Information Assurance.
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1. Computer security principles and practice, William Stallings, Lawrie
Brown, third edition, Prentice-Hall, 2011
2. Lecturers Notes and Handouts
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MK] | Itis expected from the students to understand the principles and K1
practice of cryptography and network security.
MK2 | understanding different types of security mechanisms to protect K2
management information systems
MK2 | The objective is to provide an up-to-date survey of developments in computer | K3
security
il lgeal
MSL1 | Describe the main types of attacks and their categories S
MS2 | . Describe the main security objectives and define basic security concepts and )
principles. and mechanisms related to cryptography, authentication, and
authorization
Mc1 | Demonstrate skillset to secure and protect computing assets Cl
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Online

Computer Security Concepts, The OSI Security

Architecture, Security Attacks

1

Online

Security Services, Security Mechanisms , A

Model for Network Security

Online

Classical Encryption Techniques, Symmetric
Cipher Modéel,

Online

Substitution Techniques

4-5

Online

Transposition Techniques

Online

Rotor Machines, Steganography

Online

Cryptographic Tools, Confidentiality with
Symmetric Encryption

Online

Message Authentication and Hash Functions,
Public-Key Encryption, Digital Signatures and
Key Management, Random and Pseudorandom
Numbers, Practical Application: Encryption of
Stored Data

Exam

10

Online

User Authentication, Means of Authentication,
Password-Based Authentication

11

Online

Token-Based Authentication, Biometric
Authentication, Remote User Authentication,
Security Issues for User Authentication

12

Online

ropagation—\ulnerability Exploit—Worms,
Propagation—Social Engineering—SPAM
Email, Trojans, Payload—System Corruption,
Payload—Attack Agent—Zombie, Bots,
Payload—Information Theft—Key loggers,
Phishing, Spyware, Payload—Stealthing—
Backdoors, Rootkits, Countermeasures

13

Online

Firewalls and Intrusion Prevention Systems, the
Need for Firewalls, Firewall Characteristic

14

Online

Types of Firewalls, Firewall Basing, Firewall
Location and Configurations, Intrusion
Prevention Systems

15
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