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The purpose of this subject is to learn the fundamentals of cloud computing and security. We do this by introducing, and
eventually immersing, you in both AWS and Azure; by doing so, we are able to expose you to important concepts,
services, and the intricacies of each vendor’s platform. This course provides you with the knowledge you need to
confidently speak to modern cybersecurity security issues brought on by the cloud, and become well versed with
applicable terminology. You won’t just learn about cloud security, you will learn the “how” and the “what” behind the
critical cloud security topics impacting businesses today.
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Handbook of Cloud Computing by Borko Furht - Armando Escalante 2015.
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Practices.

1. Cloud Computing, the complete cornerstone to Cloud Computing Best

2. Cloud Computing: Concepts, Technology & Architecture by Thomas Erl,
Zaigham Mahmood, and Ricardo Puttini, Second Printing, 2013.
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MK4 | Students will learn and develop understanding of the following: Kl

Fundamentals of cloud computing architectures based on current standards,
protocols, and best practices intended for delivering Cloud based enterprise IT
services and business applications.

MK 4 | ldentify the known threats, risks, vulnerabilities and privacy issues associated K2
with Cloud based IT services.

MK4 | Understand the concepts and guiding principles for designing and implementing
appropriate safeguards and countermeasures for Cloud based IT services

MS1 | Approaches to designing cloud services that meets essential Cloud infrastructure | gj
characteristics on demand computing, shared resources, elasticity and measuring
usage.

MsS1 | Design security architectures that assures secure isolation of physical and logical | g9
infrastructures including compute, network and storage, comprehensive data
protection at all layers, end-to-end

Ms?2 | ldentity and access management, monitoring and auditing processes and s3
compliance with industry and regulatory mandates.
EARE
Mc1 | Understand the industry security standards, regulatory mandates, audit policies Cl

and compliance requirements for Cloud based infrastructures.
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Classroom lectures Discussions Fundamentals of Cloud Computing and Architectural
Review theoretical concepts Characteristics 1
Learning via problem solving
slides
Classroom lectures Discussions Security Design and Architecture for Cloud
Review theoretical concepts .Computing 2
Learning via problem solving
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slides

Classroom lectures Discussions
Review theoretical concepts
Learning via problem solving
slides

.Secure Isolation of Physical & Logical Infrastructure

Classroom lectures Discussions
Review theoretical concepts
Learning via problem solving
slides

Data Protection for Cloud Infrastructure and
Services.

Classroom lectures Discussions
Review theoretical concepts
Learning via problem solving
slides

Enforcing Access Control for Cloud Infrastructure
.based Services

Classroom lectures Discussions
Review theoretical concepts
Learning via problem solving
slides

Monitoring, Auditing and Management

Classroom lectures Discussions
Review theoretical concepts
Learning via problem solving
slides

Introduction to Cloud Design Patterns

Classroom lectures Discussions
Review theoretical concepts
Learning via problem solving
slides

Introduction to Identity Management in Cloud
Computing

8-9

Mid Exam

10

Classroom lectures Discussions
Review theoretical concepts
Learning via problem solving
slides

Cloud Computing Security Design Patterns
=1

11

Classroom lectures Discussions
Review theoretical concepts
Learning via problem solving
slides

Cloud Computing Security Design Patterns - 11

12

Classroom lectures Discussions
Review theoretical concepts
Learning via problem solving
slides

Policy, Compliance & Risk Management in Cloud
.Computing

13

Classroom lectures Discussions
Review theoretical concepts
Learning via problem solving
slides

Cloud Compliance Assessment & Reporting - Case
Study

13

Classroom lectures Discussions
Review theoretical concepts
Learning via problem solving
slides

Cloud Service Providers — Technology Review

14

Final Exam 40%

15
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