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This course aims to introduce new topics in cyber security. The department determines the content of
this course. Possible topics include: advanced applied cryptography, biosecurity, advanced digital
directories, cloud security, and secure mobile app cryptography. However, other topics related to
cyber security may be presented.
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Computer Security: Principles and Practice, third edition, William Stallings
and Lawrie Brown, 2015
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2015, 5th ed

1- Security in Computing by Pfleeger, Pfleeger, Margulies. Prentice Hall,
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https://www.pearsonhighered.com/program/Pfleeger-Security-in-Computing-

5th-Edition/PGM25284.html

Has )l g SN @B gall

A8 dpaule’ daia v/

Z\.;Lmb.ﬁ icla

Gl Apskal) i)

QFO01/CS416A - pagel/4



https://www.pearsonhighered.com/program/Pfleeger-Security-in-Computing-5th-Edition/PGM25284.html
https://www.pearsonhighered.com/program/Pfleeger-Security-in-Computing-5th-Edition/PGM25284.html

......... pd [Lghanty dadal) Aaalae) e ba) — Asadal) 3alal) Ak g 3gad ‘ QF01/CS416A ‘

S= Skills, C= Competences)(K= Knowledge, Ayl Balal) alad cila A

S e )
P Balall ala3 cila e ad)
Lagisal) gralind)
PEPP]
MK4 | Analyze and resolve security issues in networks and computer systems to K1
secure an IT infrastructure.
MK4 | Interpret and forensically investigate security incidents. K2
MK4 | Develop policies and procedures to manage enterprise security risks. K3
MK4 | Evaluate and communicate the human role in security systems with an K4
emphasis on ethics, social engineering vulnerabilities and training.
il lgeal
MS1 | Analyze and evaluate the cyber security needs of an organization. S

MS2

Determine and analyze software vulnerabilities and security solutions to reduce | g»
the risk of exploitation.

MS2

Measure the performance and troubleshoot cyber security systems. S3

MS2

Implement cyber security solutions and use of cyber security, information s4
assurance, and cyber/computer forensics software/tools.
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MC1

Design and develop security architecture for an organization Cl
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Classroom lectures Discussions Presenting Syllabus.
Review theoretical concepts
Learning via problem solving
slides

Introduction to Computer Security. 1

Classroom lectures Discussions Chapter 1: Overview
Review theoretical concepts

Learning via problem solving

- i 4-2
lides Computer Security Concepts

- Threats, Attacks, and Assets
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- Security Functional Requirements

- Fundamental Security Design Principles
- Attack Surfaces and Attack Trees
Computer Security Strategy

Classroom lectures Discussions
Review theoretical concepts
Learning via problem solving
slides

Chapter 2: Cryptographic Tools

- Cryptographic algorithms important
element in security services

- Review various types of elements

*  Symmetric encryption

5.6
» Public-key (asymmetric) encryption
+ Digital signatures and key
management
» Secure hash functions
Example is use to encrypt stored data
Classroom lectures Discussions Chapter 3: User Authentication
Review theoretical concepts 7
Learning via problem solving
slides
Classroom lectures Discussions Chapter 4: Access Control
Review theoretical concepts
;?3;2'“9 via problem solving - The future of naming and addressing in the
Internet. 8.9
- Attacks against naming and addressing
- Protection techniques
Classroom lectures Discussions Midterm Exam
Review theoretical concepts 10
Learning via problem solving
slides
Classroom lectures Discussions Chapter 5: Malware
Review theoretical concepts
'S-I‘iegzg'”g via problem solving - Introduced types of malicious software
- Incl backdoor, logic bomb, trojan horse,
mobile
. 11-14
- Virus types and countermeasures
- Worm types and countermeasures
- Bots
Rootkits
Presentations 15
_ Final Exam 40% 16
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